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The IT Team

Our internal team of uber geeks is wired (ahem, excuse the pun) to serve the GCC staff team and volunteers with technology, technical support and training. We’ve put together this best practices manual to help us help you. Everything in here is an extension of our team’s commitment to the following attributes:

· Positive
· Humble
· Approachable
· Responsive
· Solution-oriented
The Best Practices Manual 
With any technology, there is a tension of balance between empowerment it provides and liability it exposes us to. For example:  
Empowerment
Liability
· ecommerce
(
identity theft & fraud

· search engines
(
pornography

· email
(
viruses & SPAM

· digital media
(
duplication & copyright violation
· database
(
data theft
God has provided us with a variety of technologies to help fulfill the mission and vision of our church. This manual serves as a tool to maximize the empowerment that technology provides while minimizing the liabilities associated with it.
Standardization
Standardization is one of the most important best practices in technology. It allows for compatibility, manageability, transference of knowledge and learning, lower costs, decreased downtime for equipment failure, and improved response times with technical help requests. We employ the following standardization in both ministry processes and the technologies that support them.
HARDWARE

· Mac vs. PC: Computer purchases are on the PC platform except for certain creative and technical arts needs.
· Ownership: GCC computers and peripherals are the property of GCC, not the property of an individual or department. Computers and computer accessories may be issued and reallocated at the sole discretion of the IT Department. Personal equipment whether onsite or from a remote location needs approval before connecting to the GCC private network.
· Location & Relocation: Office and computer moves are approved by Facilities Department. They’ll coordinate with IT on your behalf to move your computer.
· Former Employees: Hardware that remains in the environment following the termination (voluntary or involuntary) of an employee will be reclaimed by the IT Department, unless there are immediate plans to refill that position.
· Standard GCC Hardware
· Desktop – Dell OptiPlex series; Laptop – Dell Latitude D series
MOBILE PHONES

· The IT department isn’t able to support GCC staff’s mobile phones.  However, they will setup certain mobile phones to connect to our Exchange servers to sync email, calendar, and tasks.  Mobile phones that currently have the necessary active sync capabilities are Windows Smart Phones (Motorola Q, Samsung Blackjack, etc) and Windows Mobile 5/6 Phones (Samsung i760, etc).  BlackBerry phones and the iPhone don’t currently use active sync and cannot sync with Exchange servers. (Bummer.)
SOFTWARE
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Software Selection: Selection of new software will be made in partnership between IT and the individual or department requesting the software.

· Software Installation & Downloads: Only those authorized by IT may change GCC computer configurations, including the addition or removal of hardware or software.
· Personal Software: Personal copies of software are not allowed on any computer unless approved by IT. If permitted, a copy of the software license agreement must be provided by the individual to demonstrate legal compliance with software licensing.
· Standard Software Installed on GCC Computers:

· Supported Software

· Microsoft Windows Vista Professional/Ultimate
· Microsoft Windows XP
· Sophos Endpoint Security 
· Microsoft Office 2007 Enterprise
· iTunes 7 & Quicktime
· PowerDVD 7DX

· Windows Live Messenger 8.5
· Paint.NET
· Foxit PDF reader

· Firefox

· Other Limited Support Software (limited install base due to licensing and/or need)

· Microsoft Great Plains, Integration Manager, FRx

· Adobe CS2 and CS3 Suites
· Adobe Acrobat

· Microsoft Project

· Microsoft Visio

Purchasing
Centralization of all technology purchases demonstrates Biblical stewardship by leveraging our church’s buying power. Therefore, all computers, electronic devices, and computer related equipment shall be purchased and installed by IT. This includes but is not limited to: computers, monitors, mouse, keyboard, PDAs, CD burners, DVD players, DVD burners, fonts, clip art, printers, modems, scanners, wireless devices, web cams, and other software and hardware components. 

Submit your purchase requests by email to support@gccwired.com. Remember, major purchases need to be planned for in advance during the budget process. Budget guidelines regarding technology purchases can be found on the staff intranet site http://insidegcc.
Security
The GCC network consists of the interconnected computers of all staff as well as those critical systems that manage our church email, employee payroll, church accounting system, and more. The IT Department has taken every precaution to protect the GCC network and its data from purposeful or accidental damage, theft, and misuse. Your login and password is a key element in our security model. Each login and password combination gives different and specific permissions to access network resources. So all staff should observe the following guidelines regarding passwords:
· Do not share your login and password with anyone or allow anyone to use your computer using your login (e.g., you let them sit down at your computer without logging off).
· Do not leave your PC logged in unattended. If you need to step away please ‘lock’ it (windows+L keys or START>lock icon). Your programs continue to run but your computer is locked from unauthorized use.
· Change your password every 180 days (the system will prompt you at the appropriate time). You won’t be able to reuse any of your previous three passwords.
· Passwords must be at least 11 characters, be hard for others to guess but easy for you to remember. We recommend you use a passphrase and make it something fun to help you remember it.  ‘ilikepigsfeet’ would be a killer passphrase.
· If your laptop, PDA, or mobile phone becomes lost or stolen and it was used to connect to the network to retrieve email or the network file shares, you just contact the Help Desk ASAP to reset your password and to discontinue any syncing services with your laptop/PDA/phone.
· If at any time, you believe someone has gained unauthorized access to your computer, contact the Help Desk immediately.
· Logins and passwords are issued upon verification of employment by Human Resources (HR). HR will submit the appropriate paperwork to IT for all new hires.

· Changes to one’s access privileges resulting from an internal move or change in job description must be submitted to HR. HR will notify IT to make the necessary changes.

· Upon termination of an employee, a user’s login and password will be disabled. Employees who are terminated (voluntary or involuntary) have no right to the contents of their email messages and are not allowed access to the email system. Neither are they allowed access to files on their PC or on the church network. Supervisors or management may access an employee's email if employees are on leave of absence, vacation, or are transferred from one department to another department and is necessary for church business purposes.
Privacy
The GCC network hosts several databases that contain very sensitive and personal information of both staff and church members. It is the responsibility of every staff member to ensure the safety and privacy of this information and to report immediately any violation of the following to either the Director of Information Technology or the Director of Finance:

· Any information that GCC collects is strictly used to extend the ministry of our church. We do not sell, lease, or distribute any information to any third party entities.
· Church Membership or visitor information is not to be used for any solicitations including but not limited to solicitations of one's personal business or employer, solicitations for personal financial assistance or assistance on behalf of another, and solicitations for mission activities not sponsored by GCC.
· GCC staff respect the privacy of our members and visitors and therefore do not give out any information via the phone regarding our members such as contact information, membership verification, etc.
· When sending emails to a group of people, place the email addresses in the BCC field in your email program. This will ensure the privacy of the email addresses.
File Storage
The IT Department provides secure centralized file storage that is backed up nightly ensuring that your files are never lost. Please follow these guidelines to manage your files:

· To keep the email server and storage space unclogged, use links to files rather than file attachments to share files internally. 

· All files (data) stored on GCC equipment remain the property of GCC, except where specific Intellectual property rights exist.

· Files should be stored in one of the following network file directories: 
· Volunteer V: Drive to share files with staff outside of your department. Files saved here are accessible by all staff and volunteers.

· Your department’s folder on the Shared S: Drive to share files within your department. Files saved here are only accessible by those in your department.

· U: Drive to store your work files.  Files saved here are only accessible by you unless you’ve requested IT make them available to other select staff.
· Do not save work related files on your local C: Drive or external hard drive since these items are not backed up nightly.

· Any copyrighted digital music saved on a file sharing network violates federal law. Therefore, any digital music files and/or library (iTunes, etc.) should be saved on your C Drive.


There is no current centralized file storage for the Mac platform. If you use a Mac, please make sure you have a plan to back up your own data. If you need advice, we can offer some recommendations.

Private and Public Wireless Access
In most all building locations, IT provides wireless internet and network access. Private wireless access is restricted for staff use only. Using church equipment, staff may access both the internet and the church network. It is broadcasted under the SSID name, “GCCprivate”. Public Wireless internet access is available to the public daily and broadcasted under the SSID name “GCC”. 

Volunteers
Church computers used by volunteers for church related business should be monitored by ministry leaders.  Volunteer logins may be requested through support@gccwired.com or x111.
Use of Copyrighted Material
GCC respects the copyrights of those involved in creating and distributing copyrighted material, including music, movies, software, and other literary and artistic works. It is the policy of this church to comply with Federal and State copyright laws.


· When GCC employees need to use copyrighted materials to do their jobs; the church must acquire the appropriate licenses. 
· GCC employees shall not store or otherwise make unauthorized copies of copyrighted material on or using GCC computer systems, networks or storage media. 
· GCC employees shall not download, upload, transmit, make available or otherwise distribute copyrighted material without authorization using GCC’s computer systems, networks, Internet access or storage media. 
· GCC employees shall not use or operate any unlicensed peer-to-peer file transfer service using GCC’s computer systems or networks or take other actions likely to promote or lead to copyright infringement. 
· GCC reserves the right to monitor and delete from its computer systems, networks and storage media in compliance with this policy, at any time, without notice, and with or without cause.
Repairs and Maintenance of Computers
REPAIRS

The IT Help Desk operates Monday through Friday between 8:30 a.m. and 5 p.m. If there is an emergency like systems failure, network outage, etc., after hours support may be obtained by calling X111, it will page the IT staff person on call.

IT staff and approved vendors are the only ones authorized to service any church owned equipment. This includes opening computer cases, adding or removing computer cards, cables, memory, or other equipment from within or attached to any computer.

UPDATES

Critical updates will be applied to all GCC computers as they are released by the hardware or software manufacturer. All other updates are typically scheduled on Tuesday’s at 3am. All updates occur in the background without user intervention. On occasions, some updates may require you to reboot your computer once they are completed. In some cases, if you are away from your computer when these updates are deployed, your computer may reboot itself. As a result, we recommend that you save any open files before leaving your desk for any extended period of time.


POWER CONSERVATION

Please shut down your computers at the end of each day. This allows the church to conserve on its electricity costs.
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